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ABSTRACT 
 

The study explores the integration of the Philippine National Public Key Infrastructure (PNPKI) into the 

digital services framework of Pamantasan ng Lungsod ng Muntinlupa (PLMun), highlighting the urgent need 

for enhanced security measures in the academic digital landscape. It aims to evaluate the feasibility of 

PNPKI incorporation into PLMun's digital services, assess its potential to bolster data security and integrity, 

and propose a comprehensive security model for public universities utilizing PNPKI. Employing a systematic 

approach, the research delves into PNPKI's compatibility with existing digital infrastructures and compares 

it against current security models within educational institutions. Methods may include surveys or interviews 

for stakeholder feedback. The anticipated findings suggest that PNPKI implementation could significantly 

improve data security, authentication processes, and digital resilience for PLMun, setting a precedent for 

similar initiatives in other public universities. This abstract encapsulates the study's objective, methodology, 

and potential impact, offering valuable insights for policymakers, university administrators, and IT experts in 

advancing a unified security architecture. 
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INTRODUCTION 
 

In the modern age of technology, the 

security of online transactions is a high issue for 

both consumers and businesses. With the advent of 

e-governance and digital financial services. 

It is vital to secure sensitive information 

such as e-signatures, and personal and financial 

data from cyber threats and assaults as described 

by  Rezaei, S., Karami, M., & Nabizadeh, A. 

(2020). The usage of Public Key Infrastructure  

 

(PKI) technology is one technique to improve the 

security of digital transactions as elaborated by 

Singh, D., Sharma, N., & Singh, G. (2016). PKI is 

a system that uses public and private keys to 

communicate information securely across a 

network as described by Zheng, S., Wang, Q., & 

Zhang, Y. (2017). PKI enables secure 

authentication, encryption, and digital signatures, 

making it an indispensable tool for safeguarding 

digital transactions, as elaborated by Ibrahim, N. 

H., & Aslam, B. (2019). Through the use of  PKI 

http://www.ioer-imrj.com/
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created expressly for payments and financial 

transactions, as described by Shrivastava, S., & 

Singh, V. K. (2019), such as the Payment Network 

Provider Key Infrastructure (PNPKI), in particular, 

can provide a high level of security for digital 

financial transactions.  

PNPKI use at a state university's digital 

transformation may provide various strategic 

advantages. For Pamantasan ng Lungsod ng 

Muntinlupa (PLMun), it may offer a safe and 

dependable platform for financial activities such as 

student tuition fees, wage payments, and vendor 

payments. PNPKI may increase trust and 

confidence in the university's financial transactions 

by protecting the integrity and confidentiality of 

financial data. Furthermore, PNPKI can safeguard 

access to digital resources and services such as 

online courses, research materials, and student 

data. This can improve students', faculty's, and 

staff's overall user experience and accessibility to 

digital services and its usage. 

 

OBJECTIVES OF THE STUDY 

 

The specific objectives of this research can 

be further specified as follows: 

 

1. To evaluate the level of accuracy and 

consistency of knowledge and training of 

PLMun staff.  

2. To assess user adoption of the PNPKI in 

terms of its efficiency and transparency. 

3. To identify and analyze any regulatory and  

legal concerns related to the execution of 

E.O. 810 and PLMun's use of the PNPKI in 

terms of data privacy and security. 
 

Conceptual Framework 

It emphasizes the potential use of PNPKI 

in increasing the security and trustworthiness of e-

government services. They highlight the 

significance of a strong and dependable public key 

infrastructure in boosting the adoption of e-

government services, as well as important insights 

into the design and implementation of such 

systems. 

 

Figure 1. Security Model Framework 

METHODOLOGY 

The methods and techniques of data 

collection will include research questionnaires for 

the evaluation, semi-structured interviews, and 

focus group discussions. 

Survey: To gather data from the sample, a 

standardized questionnaire will be employed. The 

poll will be done online, with participants notified 

through their respective email addresses. 

Interviews: Semi-structured interviews with 

chosen participants will be done to acquire a better 

understanding of their experiences and viewpoints 

on the usage of PNPKI. 

Focus Group talks: Selected participants 

will be invited to participate in focus group talks to 

get insight into the variables affecting PNPKI 

http://www.ioer-imrj.com/
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uptake as well as the regulatory and legal 

problems associated with its implementation. 

RESULTS AND DISCUSSION 

The study gathered information and data 

through research, interviews, and questionnaires.  

The study entailed the use of weighted mean and 

percentage formulas to arrive at the result 

according to its effectiveness. 

1. PNPKI Outcome in terms of Accuracy and 
Consistency 

2. PNPKI Outcome in terms of Efficiency and 
Transparency 

3. PNPKI Outcome in terms of data privacy 
and security 

 

1. Result of PNPKI Survey 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 2. Overall Result of PNPKI Survey 

 Based on the results, the study found out 

that the majority of the respondents strongly 

agreed that the proposed study has met its 

expected output using different criteria such as;  

Accuracy, Functionality, Reliability, Efficiency, 

and Security to evaluate its performance.  The 

study identified the effectiveness of the PNPKI in 

public universities in providing fast, 

accurate, and reliable information to its users. 

The successful implementation of the 

PNPKI in PLMun demonstrates its effectiveness 

in enhancing digital services security in public 

universities. The adoption  of digital certificates 

has enabled secure communication, protected 

sensitive information, and facilitated 

interoperability with external stakeholders. 

 

2. Summary of findings based on the five 
criteria of the PNKI 

Table 1  
Summary of findings based on the five criteria of the PNKI 
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Table 1 shows the summary of findings 

based on the five criteria of the PNKI with their 
weighted mean average and interpretation. 
These criteria include accuracy, consistency, 
efficiency, transparency, and security of the 
system 

After the survey questionnaire has been 
tallied, the researchers came up with the total 
result of the software evaluation based on its 
criteria. To facilitate the tabulated data, the 
Lickert scale was used as an instrument to 
determine the altitude of opinion of the 
respondents. It contains several declarative 
statements with a scale after each statement 
ranging from “Strongly Agree” to “Strongly 
Disagree”.  

 

CONCLUSIONS 

 

The research on the review of PNPKI and 

its application in the PLMun for secured digital 

transactions using the PNPKI can conclude that 

the use of digital signatures in e-government 

services can significantly improve security and 

efficiency in government transactions. The PNPKI 

provides a safe and dependable public key 

infrastructure for digital signature authentication 

and integrity, assuring the authenticity and non-

repudiation of digital transactions. PLMun was 

able to develop a secure digital signature scheme 

for its internal operations such as registration and 

enrollment thanks to the PNPKI, leading to a more 

streamlined and efficient system. However, the 

successful adoption of digital signatures and the 

PNPKI need substantial institutional support, 

capacity building, and stakeholder awareness. It is 

critical to guarantee that the technological 

infrastructure, laws, and legislation required to 

facilitate the implementation of digital signatures 

and the PNPKI are in place. Furthermore, effective 

training and education for both government 

personnel and residents is critical in fostering 

confidence and encouraging wider usage of 

e-government services. 

Along with enhancing security within 

PLMUN, the PNPKI integration has made it 

possible to work and communicate with external 

stakeholders. The university's overall efficiency 

and effectiveness in academic and administrative 

procedures are increased by the standardized 

digital certificates, which provide secure data 

sharing and enable smooth communication. 

The efficiency of the PNPKI integration is 

demonstrated by the outcomes, but it is crucial to 

remember that continual efforts are required to 

maintain the security of digital services. To keep 

ahead of new threats and preserve the efficiency 

of the security model, regular upgrades, training 

programs, and partnerships with industry experts 

are essential. 

    Overall, using PNPKI for safe digital 

transactions has the potential to greatly improve 

the efficiency, transparency, and security of 

government transactions, resulting in improved 

service delivery and greater citizen trust in 

government organizations. 

 

RECOMMENDATION 

 

Based on the results and discussion, the 

following recommendations can be made to 

further enhance the integration of the Philippine 

National Public Key Infrastructure (PNPKI) 

towards a digital services security model for 

public universities like Pamantasan ng Lungsod 

ng Muntinlupa (PLMUN): 

 

1. Continuous Security Awareness and 
Training Programs 

2. Regular Evaluation and Updating of Security 
Awareness 

3. Regular Updating of Security Measures 
4. Collaboration and Information Sharing 
5. Integration of Advanced Security 

http://www.ioer-imrj.com/
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Technologies 

6. Regular Review and Enhancement of 
Policies and Procedures 

7. Research and Development Initiative 
 
By implementing these recommendations, 

PLMUN can further strengthen the integration of 

the PNPKI and enhance the digital services 

security model. This will provide a secure and 

reliable digital environment for all users, support 

academic and administrative processes, and 

protect sensitive information within the university. 
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